1.

If you are using the RPM version of Webmin, first download the file from the

downloads page, or run the command :

Command:
wget
http://prdownloads.sourceforge.net/webadmin/webmin-1.780-1.noarch.rpm

then install optional dependencies with :

Command:

yum -y install perl perl-Net-SSLeay openssl perl-10-Tty

After install RedHat, use the yum command, if it appeared the "This system is not

registered with RHN" error message

Change the document on /etc/yum.repos.d/

Command:
wget http://docs.linuxtone.org/soft/lemp/CentOS-Base.repo


http://prdownloads.sourceforge.net/webadmin/webmin-1.780-1.noarch.rpm

4. Backup the original file rhel-debuginfo.repo to rhel-debuginfo.repo-old
We replaced rhel-debuginfo.repo by CentOS-Base.repo

Then, it can update by yum

Command:
mv ./rhel-debuginfo.repo ./rhel-debuginfo.repo-old
mv ./CentOS-Base.repo ./rhel-debuginfo.repo

5. then install optional dependencies with :




Command:
yum -y install perl perl-Net-SSLeay openssl perl-10-Tty

You should also fetch and install my GPG key with which the packages are signed,

with the commands :

Command:

wget http://www.webmin.com/jcameron-key.asc

rpm --import jcameron-key.asc



You will now be able to install with the command :

Command:

rpm -Uvh webmin-1.780-1.noarch.rpm

Webmin status

Command:

/etc/init.d/webmin status

Edit /etc/webmin/miniserv.conf

Command:

vim /etc/webmin/miniserv.conf



10. Disable SSL and change the Port

ebmin/mime.types

Command:
port=8888
ss1=0
no_t1s1=0



11. Edit /etc/sysconfig/iptables

Command:
vim /etc/sysconfig/iptables

12. Add iptables rule
Add the webmin port(8888)

Command:
-A RH-Firewall-1-INPUT —p udp -m udp -dport 8888 -j ACCEPT

-A RH-Firewall-1-INPUT —p tcp -m tcp —-dport 8888 -j ACCEPT

13. Restart webmin and iptables

Command:

/etc/init.d/iptables restart

/etc/init.d/webmin restart



14. Webmin login Page
https://ip:8888
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Login to Webmin
You must enter a usermname and password to login to the Webmin server on
192.168.10.242.

() Remember login permanently?

Command:
https://ip:8888

15. Webmin HomePage

Login: root

L
. webmin
| System
) Servers
~ System Information

P Others

System hostname VOS-Test (127.0.0.1)
P Networking .

Operating system Redhat Enterprise Linux §
} Hardware
N Webmin version 1.780
P Cluster
Y — Time on system Tue Jan 26 18:42:24 2016
Search Kernel and CPU  Linux 2.6.18-82.el5PAE on i686

Processor information Intel(R) Core(TM) i3 CPU M 380 @ 2.53GHz, 4 cores

A\ View Module's Logs )

System uptime 1 hours, 57 minutes

£ System Information
5 Refresh Modules

@ Logout

Running processes 141
CPU load averages 0.00 (1 min) 0.03 (5 mins) 0.00 (15 mins)
CPU usage 0% user, 0% kemel, 0% 10, 100% idle
Real memory 150.27 MB used. 7.92 GB total

Virtual memory 0 bytes used. 1.94 GB total

Local disk space 1747 GB used, 233.70 GB total

Package updates 501 package updates are available

Refresh system information


https://ip:8888/

16. Backup Firewall

Backup Linux Firewall configuration from browser on Webmin -> Backup

Configuration Files -> Backup now

Login: root Module Config

Backup Configuration Files

Webmin

Backup Configuration Files
Change Language and
Theme

Webmin Actions Log
Webmin Configuration
Webmin Servers Index
Webmin Users

System

Bootup and Shutdown
Change Passwords
Disk and Network
Filesystems

Disk Quotas
Filesystem Backup
Initial System Bootup
LDAP Users and Groups
Leg File Rotation
MIME Type Programs
PAM Authentic ation
Running Processes

Backup now

Scheduled backups ~ Restore now

Backup configuration now

Modules to backup |Kerberosb -

LDAP Server

Linux RAID

Log File Retation

Legical Velume Management
MIME Type Programs

MON Service Menitor

MySQL Database Server
NFS Exports -

Backup destination | o g file

Include in backup

FTP server file on server

Login as user with password

Server port '® Default

SSH server file on server

Login as user with password
Server port '® Default

®Download in browser

Webmin medule configuration files # Server configuration files

Cther listed files .

Scheduled Commands
Scheduled Cron Jobs
Software Package Updates
Software Packages
System Documentation Backupion
System Logs

Users and Groups

17. Upload Firewall configuration

Upload Linux Firewall from computer on Webmin -> Backup Configuration Files

->Restore now

Before update Linux Firewall

Outgoing packets (OUTPUT) - Only applies to packets originated by this host
There are no rules defined for this chain.

Set Default Action To: || Accept v

Chain RH-Firewall-1-INPUT
Select all. | Invert selection

Action Condition

Accept If input interface is lo

Accept If protecol is ICMP and ICMP type is any

Accept If protecol is 50

Accept If protocol is 51

Accept If protecol is UDP and destination is 224.0.0.251 and destination port is 5353
Accept If protocol is UDP and destination port is 631

Accept If protecol is TCP and destination port is 631

Accept If protecol is UDP and destination port is 8888

Accept If protecol is TCP and destination port is 8888

Accept If state of connection is ESTABLISHED,RELATED

Accept If protecol is TCP and destination port is 22 and state of connection is NEW
Rejec Always

Select all. | Invert selection

Delete Chain||Rename Chain

‘C\ear All Ru\es| |De|ete Se\ectedHMove Se\ected|

Add Rule

Add

1T
17
1T
ES
1T
LT
17
LT
17
1T
I
1T

Add Rule’



Upload Linux Firewall file

Login: root

" Webmin
Backup Configuration Files
Change Language and
Theme
Webmin Actions Log
Webmin Configuration
Webmin Servers Index
Webmin Users

7 System
Bootup and Shutdown
Change Passwords
Disk and Network
Filesystems
Disk Quotas
Filesystemn Backup
Initial System Bootup
LDAP Users and Groups
Log File Rotation
MIME Type Programs
PAM Authentic ation
Running Processes
Scheduled Commands
Scheduled Cron Jobs
Software Package Updates
Software Packages
System Documentation
Systemn Logs
Users and Groups

Medule Config

Backup now  Scheduled backups  Restore now
Restore configuration now

Backup Configuration Files

Modules to restore |LDAP Server

Linux Firewall

Linux RAID

Leg File Rotation

Logical Volume Managemel

nt -

Other files to restore

Restore from )| ocal file

JFTP server

Login as user

Server port '® Default'.'| ‘

_88H server

Login as user

Server port '® Default

]

@ Uploaded file | S4B
Apply configurations? '® Yes ' No

Just show what will be restored? '~ Yes ® No

18. Restore Configuration

Leogin: root

 Webmin
Backup Configuration Files
Change Language and
Theme
Webmin Actions Log
Webmin Configuration
Webmin Servers Index
Webmin Users

¥ System
Bootup and Shutdown
Change Passwords
Disk and Network
Filesystems
Disk Quotas
Filesystem Backup
Initial System Bootup
LDAP Users and Groups
Log File Rotation
MIME Type Programs
PAM Authentic ation
Running Processes
Scheduled Commands
Scheduled Cron Jobs
Software Package Updates
Software Packages
System Documentation
System Logs
Users and Groups

Medule Index

complete. 0 files were restored

4 Retumn to backup and restore forms

backup.tgz

file on server

with password

file on server

with password

Restore Configuration

Starting restore of medule cenfiguration files from /tmp/ .webmin/350046_14682_2 restore.cgi



After update Linux Firewall

Qutgoing packets (QUTPUT) - Only applies to packets originated by this host
There are no rules defined for this chain.

Set Default Action To: || Accept v Add Rule

Chain RH-Firewall-1-INPUT
Select all | Invert selection

Action Condition Move Add
[J Accept If input interface is lo + 1T
(] Accept If source is 14.216.160.95 +4+ LT
[ Accept If source is 116.6.29.238 +4+ LT
(] Accept If source is 218.32.175.105 +4+ LT
[ Accept If source is 218.32.175.108 44+ LT
[ Accept If source is 218.32.175.116 +4+ LT
[ Accept If source is 218.32.175.125 +4+ LT
[ Accept If source is 218.32.175.141 +4+ AT
[ Accept If source is 218.32.175.145 +4+ LT
() Accept If source is 218.32.175.147 +4+ LT
[ Accept If source is 218.32.175.164 +4+ AT
(] Accept If source is 218.32.168.38 +4+ LT
[ Accept If source is 218.32.168.201 44+ AT
(] Accept If source is 218.32.168.211 +4+ LT
[ Accept If source is 218.32.168.218 44+ LT
[ Accept If source is 218.32.168.220 +4+ LT
[] Accept If source is 218.32.168.221 +4+ LT
[ Accept If source is 74.124.208.176 +4+ AT
O Accept If source is 74.124.208.177 44+ LT
(] Accept If source is 210.200.133.81 44+ LT

19. Change SSH Port on Webmin
Incoming to SSH Server
Servers -> SSH Server -> Edit Config Files

Login: root Vebiie contig SSH Server
OpenSSH_4.3
‘Webmin
System
Servers
Apache Webserver Authentic ation Networking Access Control Miscellaneous Options

Fetchmail Mail Retrieval

MySQL Database Server =1 -3 O\’ g
Procmail Mail Fifter 5

Read User Mail Client Host Options User SSH Key Setup Host SSH Keys Edit Config Files
Samba Windows File Sharing

Sendmail Mail Server Apply Changes Click this button to apply the current cenfiguration by sending a SIGHUP signal to the running SSHd process

SSH Server

|Ston Server! Click this button to stop the running SSH server. Once it is stopped, no users will be able to login via SSH, but existing connections will remain active.



20. Edit Config Files

insert into Port 1601 after #Port 22, and Save

Login: root

» Webmin
» System
" Servers

Apache Webserver
Fetchmail Mail Retrieval
MySQL Database Server
Procmail Mail Filter
Read User Mail
Samba Windows File Sharing
Sendmail Mail Server
SSH Server

» Others

* Networking

* Hardware

» Cluster

» Un-used Modules

Search:

£ View Module's Logs

Module Index

Edit config file: | /etc/ssh/sshd_config

Edit Config Files

# $OpenBSD: sshd config,v 1.73 2005/12/06 22:38:28 reyk Exp $

# Opens

# possible, but leave them commented. |

# default value.

#Port 22
Port 1601
#Protocol 2,1
Protocal 2
#Ad

21. Apply the configuration

Login: root

' Webmin
System

 Servers
Apache Webserver
Fetchmail Mail Retrieval
MySQL Database Server
Procmail Mail Filter
Read User Mail
Samba Windows File Sharing

Sendmail Mail Server Apply Changes
SSH Server
Stop Server

Others

Help
Module Config

Authentication

Client Host Options

=

Networking
- =3

User SSH Key Setup

SSH Server

OpenSSH 43

B

Access Control

C\,

Host SSH Keys

d options change a

Miscellaneous Optiens

Y

Edit Config Files

Click this button to apply the current configuration by sending a SIGHUP signal to the running SSHd process.

Click this butten to stop the running SSH server. Once it is stopped, no users will be able to login via SSH, but existing connections will remain active.



22. SSH VOS-Test

% PuTTY Configuration I&]
Categorny:
=l Sgssinn Basic options for your PuTTY session
- Ten I_.Dglging Specify the destination you want to connect to
smin= Host Mame (or IP address) Port
- Keyboard
- Bell 152168124 1601
- Features Connection type:
= Window Raw Telnet Flogin @ 55H Serial
ﬁppea@nce Load, save or delete a stored session
- Behaviour
- Tranelation Saved Sessions
- Selection 1592.168.1.24
C':'l':'!"rs Default Settings - | lasd |
=I- Connection 103.198 82 254 ——
- Data 192.168.1.24 =
- Proxy 192.168.1.28 -
- Telnet 152.168.1.51 | Delete |
i 152.168.10.240 —————
- Flogin 202130115117 &
+- 55H
""" Seral Close window on edt:
Always Mewver @ Only on clean exit
| About Open | | Cancel
23. SSH Login

@ root@VOS-Test:~




